%5 B2 W) W28 55 15 B G Al Vol.5 No.2
2019 %4 H Chinese Journal of Network and Information Security April 2019

NEREERRFELEETETIE

EeAY, BT FRY RES mAR Y

(1. JEaip R, dbst 1008765
2E AT S RS B W E s =, JEat 1008765
3. HEHRPEEPR RS TR, JEat 100091)

B OB PSRRI RGHA RIS EOR, RSB R R G S AT A, HIAT PP R
A HPRYERE I —, BT ARERIRISCHAE T STk, R T RTINS T ISR S K A VPG A, A
SRR REFRS 3 ANZ P ATHYE. ATt M. AN RAR RGE L, e,
ATRREETE 8 AN A HbR. LI EREE ST WML ], REE T IR RR AR S D R A ST, SR RO
GEEVINE, SHITE RGHHT UG

KEER: WUERMEE RS 5 B ReW Ml HPad: BEA L

RENES: TP309

HRFRIRAD: A

doi: 10.11959/j.issn.2096-109x.2019017

Security evaluation method for confidential
and stable complex systems

ZUO Jinxin'?, GUO Ziyu'?, LI Jin'?, ZHANG Jie®, LU Yueming'”

1. Beijing University of Posts and Telecommunications, Beijing 100876, China
2. Key Laboratory of Trustworthy Distributed Computing and Service (BUPT), Ministry of Education, Beijing 100876, China
3. Institute of Systems Engineering, Academies of Military Science, Beijing 100091, China

Abstract: Confidential and stable complex systems are characterized by high confidentiality requirements, con-
tinuous and stable operation requirements, and complex network structure, but existing evaluation models has a
single dimension of security objectives and lack the correlation analysis among indicators. In view of this, a
comprehensive security evaluation model based on the correlation analysis of indicators is proposed and eight
security objectives covering confidentiality, availability, controllability, identifiability, personnel organization,
risk management, enterprise grading and sustainability at three levels of product, system and service have been

established. Taking the confidentiality of the smart medical IoT as an example, a sorting and weight confirmation
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algorithm based on index correlation is constructed, and the fuzzy comprehensive evaluation method is used to

evaluate the selected system.

Key words: confidential and stable complex system, information security evaluation, sort algorithm, fuzzy compre-

hensive evaluation method
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